3 OPEN ACCESS  ISAR Journal of Science and Technology
Scimennd Temuioy  VOIUME 4, Issue 10, 2026, Page: 40-62
Abbriviate Title- ISAR J Sci Tech

4 o ISSN (Online)- 2584-2056

isaR Pubisher () https://isarpublisher.com/journal/isarjst

Welnite:wow Sarpublser com

Artificial Intelligence, Data Science and Automation: An Integrated
Framework for Responsible Adoption, Data Governance and
Workforce Upskilling, with Comparative Evidence from Nigeria

Nwankwe, Dimie®”, Boye Aziboledia Frederick?and V.I.E Anireh?
L3Department of Computer Science, Rivers State University, Port Harcourt, Nigeria

2Federal University Otuoke, Bayelsa State, Nigeria.

*Corresponding Author  Apstract: Artificial Intelligence (Al), Data Science and Automation are transforming
Nwankwe, Dimie organisations, labour markets and public administration, yet their adoption raises interrelated
Email: concerns about ethics, data governance, privacy, cybersecurity and workforce displacement.
dimie.nwankwe@gmail.com  This paper examines these dimensions together and proposes a framework for responsible,
Cosauthor emails: human-centered Al-driven automation, with particular attention to Nigeria. The study
boyeaf@fuotuoke.edung;  COMbines an integrative review of multidisciplinary literature with qualitative document
anireh.ike@ust.edu.ng analysis of legal and policy instruments and a comparative analysis of documented cases
across ten jurisdictions: Nigeria, Ghana, Kenya, Rwanda, the United States, the United
Kingdom, Spain, France, Germany and China. Al principles have converged internationally
but remain difficult to operationalise; data governance is the foundation on which fairness,
privacy and security depend; Al introduces distinctive attack surfaces such as data
Received: 19.08.2026 . . . L. .
Revised: 11.09.2026 poisoning, model extraction and membership inference; and automation transforms tasks
Accepted: 02.10.2026 more often than it eliminates whole occupations, making upskilling decisive. Nigeria
Published: 21.10.2026 exhibits rapid deployment of data-intensive systems alongside a governance lag, although
regulatory enforcement under the Nigeria Data Protection Act 2023 is strengthening. The
paper proposes the Integrated Responsible Automation Framework (IRAF), which positions
data governance as the foundation for three pillars (responsible and ethical Al, privacy and
security by design, and workforce and organisational readiness), maps controls to the Al
lifecycle, and derives four testable propositions. It offers actionable guidance for
policymakers, organisations and educators, especially in emerging economies.

Article History

Keywords: artificial intelligence; data science; responsible Al; Al ethics; data governance;
data privacy; cybersecurity; intelligent automation; future of work; upskilling; Nigeria.

This work is licensed under a Creative Commons Attribution-NonCommercial 4.0 International License (CC BY-NC 4.0)

40

Cite this article:

Nwankwe, N., Frederick, B. A., and Anireh, V. I. E., (2026). Artificial Intelligence, Data Science and Automation: An
Integrated Framework for Responsible Adoption, Data Governance and Workforce Upskilling, with Comparative
Evidence from Nigeria. ISAR Journal of Science and Technology, 4(10), 40-62.


https://isarpublisher.com/journal/isarjst
http://creativecommons.org/licenses/by-nc/4.0/

1. INTRODUCTION

Artificial Intelligence (Al), Data Science and Automation
are reshaping industries, public administration and society at
an unprecedented pace. Organisational adoption of Al has
expanded markedly: McKinsey's global surveys report that
the share of respondents whose organisations had adopted
Al in at least one business area more than doubled between
2017 and 2022, from 20 per cent to 50 per cent (Chui et al.,
2022), and that by early 2025, 78 per cent of respondents
reported Al use in at least one business function (Singla et
al., 2025). These technologies allow organisations to process
large volumes of data, automate complex workflows and
support decisions in healthcare, finance, logistics, energy,
education and government (Dwivedi et al., 2021; Jordan &
Mitchell, 2015). Advances in machine learning, deep
learning, big-data analytics and robotic process automation
(RPA) have further accelerated digital transformation in
both the public and private sectors (LeCun et al., 2015; van
der Aalst et al., 2018).

However, as Brynjolfsson and McAfee (2014) caution,
technological progress frequently outpaces the adaptation of
institutions, skills and social protections, creating new forms
of inequality and uncertainty. The International Monetary
Fund estimates that almost 40 per cent of global
employment is exposed to Al, with advanced economies
more exposed but also better positioned than emerging and
developing economies to capture its benefits (Cazzaniga et
al.,, 2024). The convergence of Al, Data Science and
Automation therefore represents not only a technological
shift but also a socio-economic and governance
transformation. Alongside these opportunities, Al-driven
systems introduce significant ethical, legal and
organisational risks. Algorithmic bias, opaque decision-
making, misuse of personal data, privacy violations and new
cybersecurity vulnerabilities have become prominent
concerns for researchers, regulators and the public
(Mittelstadt et al., 2016; Barocas & Selbst, 2016).
Documented cases, including a commercial healthcare
algorithm that systematically under-estimated the needs of
Black patients (Obermeyer et al., 2019) and a welfare-fraud
risk system struck down by a Dutch court (van Bekkum &
Zuiderveen Borgesius, 2021), demonstrate that these risks
are not hypothetical. As Al increasingly informs high-stakes
decisions in credit, recruitment, medicine, policing and
public services, the demand for responsible and accountable
Al governance has become pressing (Floridi et al., 2018;
Jobin et al., 2019).

Furthermore, the trustworthiness of Al is inseparable from
the quality, governance and security of the data on which it
depends (Janssen et al., 2020). Weak data governance
undermines system reliability, exposes organisations to
regulatory sanctions and amplifies privacy and cybersecurity
risk. At the same time, intelligent automation is
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restructuring tasks, occupations and skill requirements:
some tasks are displaced, others are transformed and new
ones are created, which requires large-scale reskilling and
upskilling (Acemoglu & Restrepo, 2019; World Economic
Forum [WEF], 2025).

Although each of these themes has a substantial literature,
they are usually examined in isolation: Al ethics scholarship
rarely engages with workforce transition, labour-economics
research seldom addresses data governance, and governance
research is concentrated on North American and European
jurisdictions (Birhane, 2020; Gwagwa et al., 2020).
Evidence from African contexts, where Al deployment
frequently runs ahead of regulatory and institutional
capacity, remains comparatively limited (Eke et al., 2023).
This paper addresses that gap by integrating these domains
and grounding the analysis in comparative evidence from
Nigeria and nine other jurisdictions.

1.1 Objectives and research questions

The aim of this paper is to provide an integrated
examination of the ethical, governance, security and
workforce implications of Al, Data Science and
Automation, and to propose a framework for their adoption
responsible. Specifically, the study addresses the following
research questions (RQs):

e RQ1: What principles and practices constitute
responsible and ethical Al, and how are they
operationalised across the Al lifecycle?

e RQ2: How do data governance, privacy and

cybersecurity interact as  foundations  for
trustworthy Al, and how do governance
arrangements  differ between Nigeria and

comparator jurisdictions?

e RQ3: What are the employment and organisational
impacts of Al-driven automation, and which
upskilling and reskilling strategies are required?

e RQ4: How can these dimensions be integrated into
a coherent framework that supports sustainable,
human-centered Al-driven automation, particularly
in emerging economies such as Nigeria?

1.2 Contributions

The paper makes three contributions. First, it synthesises
multidisciplinary literature on Al ethics, data governance,
privacy, Al-specific cybersecurity and the future of work,
which are usually treated separately. Second, it provides a
structured comparative analysis of Al-relevant governance
and workforce instruments in Nigeria, Ghana, Kenya,
Rwanda, the United States, the United Kingdom, Spain,
France, Germany and China, supported by verifiable
statutory and enforcement evidence. Third, it proposes an
Integrated Responsible Automation Framework (IRAF) that
positions data governance as the foundation for three
mutually reinforcing pillars (responsible Al, privacy and



security by design, and workforce readiness) and derives
testable propositions for future empirical research.

The remainder of the paper is organised as follows. Section
2 describes the research methodology. Section 3 establishes
conceptual foundations. Sections 4, 5 and 6 examine
responsible Al; data governance, privacy and cybersecurity;
and automation, the future of work and upskilling,
respectively. Section 7 presents the integrated framework,
Section 8 discusses implications and limitations, and Section
9 concludes.

2. RESEARCH METHODOLOGY

The study adopts an integrative literature review design,
which is appropriate where the objective is to synthesise
mature but fragmented bodies of knowledge and generate
new conceptual frameworks rather than to aggregate effect
sizes (Torraco, 2005; Snyder, 2019). This design was
complemented by qualitative document analysis of legal and
policy instruments (Bowen, 2009) and by a comparative
case analysis of documented Al and data-governance
incidents.

Sources. Three categories of source were used: (i) peer-
reviewed journal articles and conference proceedings in
computer science, information systems, law, ethics and
labour economics; (ii) authoritative books and standards,
including ISO/IEC standards and the NIST Al Risk
Management Framework; and (iii) primary legal and policy
documents (statutes, regulations, national strategies and
regulator decisions) together with reputable reports of
enforcement actions. Preference was given to highly cited
foundational works and to recent studies (2019-2026)
reflecting developments such as generative Al and the EU
Acrtificial Intelligence Act.

Selection of jurisdictions. Nigeria is the focal case.
Comparator jurisdictions were selected purposively to
represent (a) other African approaches at different stages of
maturity (Ghana, Kenya and Rwanda); (b) the rights-based
European model (Spain, France and Germany, all subject to
the GDPR and the EU Al Act) and the United Kingdom's
post-Brexit variant; (c) the sectoral, market-led model of the
United States; and (d) the state-centric model of China.

Verification. Every bibliographic reference was checked
against its publisher record or Digital Object Identifier
(DOI), and every legal instrument and enforcement action
against an official source or a reputable news outlet. Claims
that could not be independently verified were removed.
Comparative judgements of governance maturity presented
in Section 5 are the authors' qualitative synthesis of the
documented evidence and are identified as such.
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3. CONCEPTUAL FOUNDATIONS

3.1 Artificial Intelligence

Artificial Intelligence refers to computational systems
designed to perform tasks that ordinarily require human
intelligence, including perception, learning, reasoning,
problem-solving and decision-making (Russell & Norvig,
2021; Kaplan & Haenlein, 2019). Contemporary Al is
predominantly data driven machine learning and deep
learning models learn statistical patterns from large datasets
to generate predictions, classifications and content that
support automated or semi-automated decisions (Jordan &
Mitchell, 2015; LeCun et al., 2015). Also, the challenges of
implementing Al-based cybersecurity, including ethical
concerns, data privacy, and the risk of adversarial Al attacks
(Boye et al, 2024) added the necessity for a fair approach to
harness AI’s potential while ensuring robust, secure, and
efficient energy operations.

3.2 Data Science

Data Science is an interdisciplinary field that integrates
statistics, computer science and domain expertise to extract
actionable knowledge from structured and unstructured data
(Provost & Fawcett, 2013; Dhar, 2013). It supplies the
methodological pipeline on which Al depends data
collection, preparation, exploratory analysis, modelling,
evaluation and deployment (Cao, 2017; Donoho, 2017).
Consequently, weaknesses at any stage of the data pipeline
propagate directly into the behaviour of Al systems.

3.3 Automation and Intelligent AAutomation

Automation is the execution by a machine of functions

previously carried out by humans, and it can be
implemented at varying levels across information
acquisition, analysis, decision selection and action

implementation (Parasuraman et al., 2000). Traditional
automation, including RPA, relies on predefined rules and
structured workflows (van der Aalst et al., 2018; Willcocks
et al., 2017). When combined with machine learning, natural
language processing and analytics, it becomes intelligent
automation, able to handle semi-structured and unstructured
inputs, adapt to changing conditions and continuously
optimise processes (Syed et al., 2020; McAfee &
Brynjolfsson, 2017). 3.4 Interdependence of the three
domains

The three domains are mutually dependent: Data Science
provides the data and methods, Al provides learning and
inference capability, and automation operationalises Al
outputs at scale within business and public processes. This
interdependence implies that ethical, data-governance,
security and workforce risks are also interconnected, a
premise that underpins the integrated framework proposed
in Section 7. 4. Responsible and Ethical Artificial
Intelligence.



4.1 Concept and Convergence of Principles

Responsible Al refers to the design, development,
deployment and governance of Al systems in a manner
consistent with ethical principles, legal obligations, human
rights and societal values (Floridi et al., 2018). It goes
beyond technical accuracy to address how Al affects
individuals, organisations and society. A review of 84 Al
ethics guidelines identified global convergence around five
principles: transparency, justice and fairness, non-
maleficence, responsibility and privacy (Jobin et al., 2019).
Similar principles appear in the European Commission's
High-Level Expert Group guidelines for trustworthy Al
(High-Level Expert Group on Artificial Intelligence
[HLEG], 2019), the OECD Recommendation on Al (OECD,
2019c), and UNESCO's Recommendation on the Ethics of
Al (UNESCO, 2021). Floridi and Cowls (2019) consolidate
them into five principles (beneficence, non-maleficence,
autonomy, justice and explicability), while Fjeld et al.
(2020) map a comparable consensus across rights-based
documents.

The literature also cautions that principles alone are
insufficient. Hagendorff (2020) argues that many guidelines
lack enforcement mechanisms, and Morley et al. (2020)
document a persistent gap between high-level principles and
practical tools. The following subsections therefore discuss
each principle together with the mechanisms that
operationalise it.

4.2 Fairness and Non-Discrimination

Fairness requires that Al systems do not produce unjustified
disparate outcomes for individuals or groups defined by
attributes such as gender, ethnicity, age or socio-economic
status. Bias may originate in historical data reflecting past
discrimination, in unrepresentative sampling, in proxy
variables or in feedback loops (Barocas & Selbst, 2016;
Friedman & Nissenbaum, 1996; Mehrabi et al., 2022).
Empirical audits have shown, for example, that commercial
gender-classification systems had error rates of up to 34.7
per cent for darker-skinned women compared with 0.8 per
cent for lighter-skinned men (Buolamwini & Gebru, 2018),
and that a widely used healthcare algorithm under-estimated
the needs of Black patients because it used healthcare cost
as a proxy for health need (Obermeyer et al., 2019). Selbst
et al. (2019) further warn that fairness cannot be achieved by
abstract mathematical definitions alone; it must account for
the socio-technical context of deployment. Mitigation
therefore combines representative data, bias-aware model
design and evaluation, fairness metrics appropriate to the
context, and regular independent audits.

4.3 Transparency and Explainability

Transparency refers to the ability of stakeholders to
understand how an Al system functions and why it produces
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a particular output. Explainable Al (XAl) is particularly
important in high-stakes applications where decisions must
be justified to users, regulators and affected persons (Doshi-
Velez & Kim, 2017; Adadi & Berrada, 2018). Techniques
range from inherently interpretable models to post-hoc,
model-agnostic explanation methods such as LIME (Ribeiro
et al., 2016) and SHAP (Lundberg & Lee, 2017), as well as
counterfactual explanations that tell individuals what would
have to change to obtain a different outcome (Wachter et al.,
2018). Barredo Arrieta et al. (2020) emphasise that
explainability must be tailored to the audience, since the
explanation needed by a developer differs from that needed
by a regulator or a data subject.

4.4 Accountability and Auditability

Accountability requires that identifiable humans and
organisations remain answerable for Al-driven decisions
and their consequences (HLEG, 2019). In practice,
accountability depends on documentation and traceability.
Model cards (Mitchell et al., 2019) and datasheets for
datasets (Gebru et al, 2021) provide standardised
documentation of intended use, performance and limitations,
while end-to-end internal audit frameworks embed review
gates throughout development (Raji et al.,, 2020).
Organisations should also define roles, escalation
procedures and redress mechanisms for Al-related harm.

4.5 Human Oversight and Control

Human-in-the-loop and human-on-the-loop arrangements
are intended to prevent over-reliance on automated decisions
and to allow humans to intervene, override or audit Al
outputs. Shneiderman (2020) argues that elevated levels of
automation and elevated levels of human control are
compatible when systems are designed for reliability, safety
and trustworthiness. Article 14 of the EU Al Act makes
human oversight a legal requirement for high-risk systems
(Regulation (EU) 2024/1689, 2024). However, oversight
must be meaningful: Bainbridge's (1983) "ironies of
automation" show that operators who rarely intervene may
lose the skills and situational awareness needed when
intervention is required, which links human oversight
directly to workforce training (Section 6).

4.6 Safety, Robustness and Reliability

Al systems must perform reliably under normal and
adversarial conditions. Amodei et al. (2016) identify
concrete safety problems, including negative side effects,
reward hacking and robustness to distributional shift.
International standards now provide risk-management
guidance specific to Al, notably ISO/IEC 23894:2023 on Al

risk management and ISO/IEC 42001:2023 on Al
management  systems  (ISO/IEC, 2023a, 2023b),
complemented by the NIST Al Risk Management

Framework (National Institute of Standards and Technology



[NIST], 2023), which organises activities around the
functions Govern, Map, Measure and Manage.

4.7 From Principles to Organisational Al Governance

Organisational Al governance comprises the rules, practices,
processes and technological tools used to ensure that an
organisation's use of Al aligns with its strategies, objectives
and values, and with legal requirements and ethical
principles (Méantyméaki et al., 2022). A recent review
distinguishes structural practices (for example, ethics
committees and defined roles), procedural practices (for
example, impact assessments, audits and documentation)
and relational practices (for example, stakeholder
engagement and training) (Papagiannidis et al., 2025).
Typical mechanisms include Al ethics or risk committees,
pre-deployment impact assessments, documentation and
traceability, and continuous post-deployment monitoring.
Regulation is increasingly converting these voluntary
practices into obligations. The EU Artificial Intelligence Act
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(Regulation (EU) 2024/1689, 2024) establishes a risk-based
regime that prohibits certain practices, imposes data-

governance, documentation,

transparency and human-

oversight requirements on high-risk systems, and regulates
general-purpose Al models (Veale & Zuiderveen Borgesius,
2021). In July 2026, the EU adopted Digital Omnibus on Al,
which amended the Act and deferred the application dates of
several high-risk obligations (Regulation (EU) 2026/1744,
2026). Public-sector deployments raise additional legitimacy
concerns because automated decisions can affect citizens'
rights directly (Kuziemski & Misuraca, 2020; Wirtz et al.,

2019).

4.8 Evidence from International Case Studies

Table 1 summarises documented international cases that
illustrate the ethical risks discussed above. The cases were
selected because each is supported by peer-reviewed
analysis, judicial or regulatory records, or investigative

reporting by established outlets.

Table 1. Selected international case studies on responsible and ethical Al

S/ | Case / application Period Jurisdiction | Key ethical and governance issues Source

N

1 | Al system for breast-cancer | 2020 UK/ US External validity across populations, clinical | McKinney et al. (2020)
screening  (Google Health validation, human-Al division of labour,
and partners) patient safety

2 | Royal Free NHS Trust —|2015-2017 | UK Lawful basis and transparency for sharing | Powles & Hodson (2017)
Google DeepMind (Streams identifiable patient records; ICO found a
app) breach of data-protection law

3 | Clearview Al facial- | 2020-2024 | France; Scraping of facial images without consent; | European Data Protection
recognition database Netherlands | biometric data processing; regulatory fines | Board (2022); Autoriteit

(and others) | of €20 m (CNIL) and €30.5 m (Dutch AP) Persoonsgegevens (2024)

4 | Wrongful arrest following | 2020 us Misidentification, over-reliance on | Hill (2020)
facial-recognition match automated matches, due process
(Detroit)

5 | Amazon experimental | 2014-2017 | US Gender bias learned from historical hiring | Dastin (2018)
recruitment tool (reported data; project abandoned

2018)

6 | COMPAS recidivism risk | 2016 us Racial disparities in error rates; opacity of | Angwin et al. (2016)
assessment proprietary scoring

7 | Predictive policing (PredPol) | 2016 us Feedback loops reinforcing over-policing of | Lum & lIsaac (2016)
simulation minority neighbourhoods

8 | Healthcare  risk-prediction | 2019 us Racial bias arising from cost used as a proxy | Obermeyer et al. (2019)
algorithm for health need

9 | SyRl  welfare-fraud risk | 2014-2020 | Netherlands | Opaque profiling of low-income | van Bekkum & Zuiderveen
system neighbourhoods; struck down as violating | Borgesius (2021);

the right to private life (Art. 8 ECHR) Rechtbank Den Haag (2020)
10 | Social Credit System 2014 China State surveillance infrastructure, limited | Liang et al. (2018);
present transparency and contestability Creemers (2018)

11 | Barcelona digital-city and | 2016-2019 | Spain Positive  case: citizen-centred  data | Monge et al. (2022)

data-sovereignty programme governance and data sovereignty for public
value

44




4.9 Evidence from Nigeria

Nigeria offers an instructive case of an emerging digital
economy in which Al-enabled and data-intensive systems
have been deployed rapidly in identity management,
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elections, financial services and telecommunications. Table
2 summarises documented cases; all involve large-scale
processing of personal or biometric data, and several have
resulted in regulatory enforcement.

Table 2. Responsible Al and data-governance case studies in Nigeria

S/ | Case / application Period Key ethical and governance issues Source
N
1 | Bimodal Voter Accreditation | 2023 Biometric (fingerprint and facial) voter authentication; | Electoral Act (2022, s.
System (BVAS) and INEC Result delays in uploading presidential result forms reduced | 47(2)); European Union
Viewing portal (IReV), 2023 transparency and public trust Election Observation
general elections Mission (2023)
2 | National Identity Number (NIN) | 2024 Alleged sale of NIN-linked personal data via verification | Macdonald (2024)
ecosystem and third-party identity- sites; NIMC denied any breach of its database; concerns
verification websites over access controls for KYC services
3 | Digital lending applications (Soko | 2019- Excessive data harvesting, trackers sharing data with third | Nairametrics (2021)
Lending case) 2021 parties, privacy-invading messages to borrowers'
contacts; ¥10 m fine under the NDPR
4 | Regulation of digital lenders 2025 Registration and conduct rules for digital lenders, | Federal Competition and
including data and debt-recovery practices Consumer Protection
Commission (2025)
5 | Fidelity Bank Plc 2024 Violations of the NDPR 2019 and the NDPA 2023; | Aro (2024)
N555.8 m fine by the NDPC
6 | Meta Platforms / WhatsApp 2024 Privacy-policy and data practices found to contravene | Aro (2025)
2025 Nigerian law; US$220 m FCCPC penalty upheld by the
Competition and Consumer Protection Tribunal
7 | MultiChoice Nigeria 2025 Processing of subscribers' and non-subscribers' data and | Okogba (2025)
unlawful cross-border transfer; ™766 m fine by the
NDPC

4.10 Nigeria-specific insights

Four insights emerge from the Nigerian evidence. First,
there is a governance gap: Nigeria had not enacted an Al-
specific statute at the time of writing, and Al systems are
governed principally through the Nigeria Data Protection
Act 2023 (NDPA) and its General Application and
Implementation  Directive  (Nigeria Data Protection
Commission [NDPC], 2025), complemented by sectoral
regulators and a National Artificial Intelligence Strategy
first published in draft in 2024 (Federal Ministry of
Communications, Innovation and Digital Economy
[FMCIDE] & National Information  Technology
Development Agency [NITDA], 2024). Second, privacy and
consent are the dominant ethical concerns in documented
Nigerian cases, ahead of risks associated with highly
autonomous systems. Third, public trust is fragile: the
BVAS/IReV experience shows that technical deployment
does not by itself secure legitimacy without transparency
and accountability (European Union Election Observation
Mission, 2023). Fourth, enforcement is strengthening: the
significant penalties imposed on Fidelity Bank, Meta and
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MultiChoice indicate a shift from a predominantly reactive
posture towards more assertive regulation (Aro, 2024, 2025;
Okogba, 2025). These findings are consistent with broader
analyses of Al in Africa that emphasise data-governance
capacity, contextual fairness and the risk of importing
systems designed for other contexts (Birhane, 2020;
Gwagwa et al., 2020; Eke et al., 2023).

5. DATA GOVERNANCE, PRIVACY AND
CYBERSECURITY IN AlI-DRIVEN
SYSTEMS

5.1 Data Governance as the Foundation of Trustworthy
Al

Data governance is the framework of decision rights,
accountabilities, policies, standards and processes that
ensure data are managed as an asset throughout their
lifecycle, from collection and storage to processing, sharing
and disposal (Khatri & Brown, 2010; Abraham et al., 2019).
Because the quality, integrity and representativeness of data
directly determines model accuracy, fairness and robustness,




effective data governance is a prerequisite for trustworthy
Al (Janssen et al., 2020). Weak data governance results in
poor data quality, regulatory non-compliance, biased
outcomes and increased exposure to cybersecurity threats.

5.2 Core Components of Data Governance

i. Data ownership and stewardship. Clearly assigned
ownership and stewardship roles create accountability for
data quality, access control and ethical use (DAMA
International, 2017; Khatri & Brown, 2010).

ii. Data Quality Management. Data quality is
multidimensional, ~encompassing intrinsic, contextual,
representational and accessibility dimensions such as
accuracy, completeness, timeliness and consistency (Wang
& Strong, 1996). Poor-quality data propagate errors and bias
through Al systems and lead to flawed decisions (Redman,
2008).

ili. Metadata, Provenance and Documentation.
Documenting the origin, composition, collection process
and intended uses of datasets supports reproducibility and
accountability; datasheets for datasets provide a practical
template (Gebru et al., 2021).

iv. Data Lifecycle Management. Policies should define
how data are collected, stored, processed, archived and
securely disposed of, ensuring that personal data are retained
only as long as necessary (Khatri & Brown, 2010).

v. Compliance and Regulatory Alignment. Data
governance must align with applicable law. The General
Data Protection Regulation (GDPR) codifies lawfulness,
purpose limitation, data minimisation, accountability and
data protection by design and by default (Regulation (EU)
2016/679, 2016; Voigt & von dem Bussche, 2017), and the
EU Al Act adds explicit data and data-governance
requirements for the training, validation and testing data of
high-risk Al systems (Regulation (EU) 2024/1689, 2024). In
Nigeria, the NDPA 2023 establishes equivalent principles
and created the NDPC as the supervisory authority (Nigeria
Data Protection Act, 2023).

5.3 Privacy Challenges in Al and Data Science

Privacy is a central concern because Al systems rely on
large volumes of personal, sensitive and, increasingly,
biometric data. Solove (2008) conceptualises privacy as a
plurality of related problems arising from information
collection, processing, dissemination and invasion, while
Nissenbaum (2004) frames privacy as contextual integrity:
information flows should conform to the norms of the
context in which data were shared. Business models built on
large-scale behavioural data extraction intensify these
concerns (Zuboff, 2019). Key privacy challenges include:

e Excessive collection and secondary use of data
beyond the original purpose;
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e lLack of meaningful informed consent and

transparency;

e Re-identification of individuals from supposedly
anonymised datasets; and

e Inference of sensitive attributes from aggregated
data drawn from multiple sources.

Re-identification risk is particularly well documented.
Narayanan and Shmatikov  (2008) de-anonymised
subscribers in the Netflix Prize dataset, Ohm (2010)
describes the broader failure of anonymisation, and Rocher
et al. (2019) estimate that 99.98 per cent of Americans could
be correctly re-identified in any dataset using 15
demographic attributes.

5.4 Privacy-Enhancing Techniques

e Anonymisation and pseudonymisation.
Anonymisation removes identifying attributes,
while pseudonymisation replaces identifiers with
artificial keys. Formal models such as k-anonymity
(Sweeney, 2002) reduce, but do not eliminate, the
risk of linkage attacks when datasets are combined
(Narayanan & Shmatikov, 2008).

o Differential Privacy. Differential privacy provides
a mathematical guarantee that the output of an
analysis changes only negligibly whether or not
any single individual's data are included, typically
by adding calibrated noise (Dwork, 2008; Dwork &
Roth, 2014). It has been adapted to deep-learning
training (Abadi et al., 2016).

e Federated Learning. Federated learning trains
models across decentralised devices or institutions
without transferring raw data to a central server,
reducing privacy exposure in sectors such as
healthcare and mobile services (McMahan et al.,
2017). It does not remove all risk, however,
because model updates can still leak information
and must be combined with secure aggregation or
differential privacy.

5.5 Cybersecurity Risks in Al-driven Environments

The deployment of Al-driven technologies in energy and all
its related industries results in risks in cyberattacks and
attacks against these industries and others become prevalent
and can lead to widespread power outage to physical
infrastructural damage (Boye et al, 2024). Al introduces
attack surfaces that extend beyond those of conventional
information systems because data, models and outputs can
each be targeted (Papernot et al., 2018; Biggio & Roli,
2018). Key Al-specific threats include:

» Data poisoning, in which adversaries manipulate
training data to degrade or bias model behaviour
(Biggio & Roli, 2018);

e Adversarial (evasion) attacks, in which small,
deliberately crafted input perturbations cause
incorrect predictions (Goodfellow et al., 2015);



* Model Extraction, in which attackers reconstruct
proprietary models through prediction interfaces
(Tramér et al., 2016);

* Model Inversion and Membership inference,
which expose sensitive training data or reveal
whether a person's record was used in training
(Fredrikson et al., 2015; Shokri et al., 2017); and

« Automation Abuse, in which automated processes
are exploited at scale.

These threats can compromise system integrity, safety and
trust, especially in critical infrastructure and autonomous
systems.

5.6 Al for Cybersecurity Enhancement

Al also strengthens cyber defense. Machine-learning and
data-mining methods can analyse large volumes of network
and host data to detect intrusions and anomalies, classify
malware and support automated incident response (Buczak
& Guven, 2016; Sarker et al., 2020). Typical applications
include intrusion detection and prevention, behavioural
malware analysis, automated threat intelligence and
continuous risk monitoring. Reliance on Al-based defenses
must nevertheless be balanced by human oversight to
manage false positives, model drift and adversarial
manipulation of the defensive models themselves.

5.7 Privacy and Security by Design

Privacy and security must be embedded throughout the Al
lifecycle rather than added after deployment. The privacy-
by-design principles articulated by Cavoukian (2011) are
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now reflected in the GDPR's requirement for data protection
by design and by default (Regulation (EU) 2016/679, 2016).
Information-security management systems certified to
ISO/IEC 27001:2022 (ISO/IEC, 2022), Al risk management
under ISO/IEC 23894 and the NIST Al RMF provide
complementary controls (ISO/IEC, 2023a; NIST, 2023).
Effective mechanisms include regular security audits and
penetration testing, Al-specific threat modelling, data-
protection impact assessments, clear incident-response and
accountability structures, and close coordination between
data-governance, privacy and security functions.

5.8 Interdependence of Data Governance, Privacy and
Cybersecurity

Data governance, privacy and cybersecurity are
interdependent pillars of trustworthy Al. Strong data
governance supports privacy and security by enforcing
controlled access, data minimisation and data quality,
whereas weak governance amplifies both privacy breaches
and cyber risk (Janssen et al., 2020). An integrated approach
that aligns governance policies, privacy safeguards and
security controls is therefore essential for sustainable and
ethical Al deployment.

5.9 Comparative Analysis Across Jurisdictions

Table 3 compares the principal data-protection and Al-
governance instruments of the ten jurisdictions studied, and
Table 4 presents the authors' qualitative synthesis for the
five jurisdictions examined in great depth.

Table 3. Data protection and Al governance instruments in ten jurisdictions

Jurisdiction Core data-protection law Supervisory authority | Al-specific instruments | Illustrative enforcement or
or guidance evidence
Nigeria Nigeria Data Protection Act | Nigeria Data Protection | National Al  Strategy | NDPC fines on Fidelity Bank (2024)
2023; NDPR 2019; GAID | Commission (NDPC) (draft, 2024); no Al-|and MultiChoice (2025); FCCPC
2025 specific statute penalty on Meta (2024)
Ghana Data Protection Act 2012 (Act | Data Protection | None identified in this | —
843) Commission review
Kenya Data Protection Act 2019 (No. | Office of the Data | None identified in this | —
24 of 2019) Protection review
Commissioner (ODPC)
Rwanda Law No. 058/2021 on the | National Cyber Security | National Al Policy (2023) | —

protection of personal data
and privacy

Authority (NCSA)

United States

No comprehensive federal
law; sectoral laws and state
laws, e.g. CCPA (2018) as
amended by CPRA

Sectoral regulators, state
attorneys-general  and
the California Privacy
Protection Agency

NIST Al RMF 1.0 (2023,
voluntary); Executive
Order 14179 (2025)

Equifax breach affecting about
1455  million people (U.S.
Government Accountability Office,
2018)

United
Kingdom

UK GDPR; Data Protection
Act 2018; Data (Use and
Access) Act 2025

Information
Commissioner's Office
(1CO)

ICO finding against Royal Free—
DeepMind data sharing (2017)

ICO guidance on Al and
data protection
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Jurisdiction Core data-protection law Supervisory authority | Al-specific instruments | Illustrative enforcement or
or guidance evidence
Spain GDPR and national | Spanish Data Protection | EU Al Act Barcelona data-sovereignty
implementing law Agency (AEPD); Al programme (Monge et al., 2022)
supervision agency
AESIA (Statute: Royal
Decree 729/2023)
France GDPR; Loi n° 78-17 | CNIL EU Al Act; CNIL | CNIL €20 m fine on Clearview Al
(Informatique et Libertés) recommendations on Al | (2022)
development (2024-2025)
Germany GDPR; Federal Data | Federal Commissioner | EU Al Act —
Protection Act (BDSG) 2017 | (BfDI) and state
authorities
China Personal Information | Cyberspace Interim Measures for the | Social Credit System (Liang et al.,
Protection Law (2021), within | Administration of China | Management of | 2018)
a framework including the | (CAC) and other bodies | Generative Al Services
Cybersecurity Law and Data (2023)
Security Law

Note. Sources: Nigeria Data Protection Act (2023); NDPC (2025); FMCIDE & NITDA (2024); Data Protection Act, 2012 (Act
843); Data Protection Act No. 24 of 2019 (Kenya); Law No. 058/2021 (2021, Rwanda); Ministry of ICT and Innovation (2023);
California Consumer Privacy Act of 2018; NIST (2023); Executive Order 14179 (2025); U.S. Government Accountability Office
(2018); Data Protection Act 2018; Data (Use and Access) Act 2025; Information Commissioner's Office (2023); Real Decreto
729/2023 (2023); Loi n° 78-17 (1978); Commission Nationale de I'Informatique et des Libertés (2024); Bundesdatenschutzgesetz
(2017); Personal Information Protection Law (2021); Cyberspace Administration of China et al. (2023). A dash indicates that no
case was examined in this study, not that none exists.

Table 4. Qualitative comparison of Al-related data governance (authors' synthesis)

Dimension Nigeria United States United Kingdom Spain (EU) China
Governance model Emerging, data- | Sectoral and market- | Rights-based (UK | Rights-based and | State-centric
protection-led led GDPR) risk-based (GDPR +
Al Act)
Typical Al uses | Biometric ID, | Credit, recruitment, | Health, public-sector | Smart city, public | Social credit, facial
examined election technology, | criminal justice, | analytics services recognition
digital lending, | health
banking
Consent and | Formal requirements; | Varies by state and | Explicit legal | Strong legal | Subordinate to state
transparency limited transparency | sector requirements requirements objectives
in public systems
Enforcement pattern | Increasingly assertive | Litigation and agency | Regulator  findings | Regulatory Administrative and
since 2024 action and sanctions supervision and | policy-driven
audits
Principal risks Consent deficits, data | Breaches, algorithmic | Data-sharing Implementation Mass surveillance,

leakage, capacity | bias, fragmentation governance complexity limited contestability
gaps
Overall maturity | Low to moderate Moderate to high High High High state capacity;

(authors' assessment)

low individual

protection

Note. Assessments are interpretive and derived from the evidence in Tables 1-3; they are intended to support discussion rather
than to provide a measured index.
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Three comparative insights follow. First, Nigeria is
characterised by rapid deployment of data-intensive systems
with a governance lag, which makes privacy and
cybersecurity the dominant concerns. Second, the United
States combines technological leadership with regulatory
fragmentation, relying heavily on voluntary frameworks
such as the NIST Al RMF (NIST, 2023). Third, the United
Kingdom and EU member states such as Spain operate
rights-based regimes with independent supervisory
authorities, whereas China's model prioritises state security
and control over individual privacy (Roberts et al., 2021).
Across all jurisdictions, Al tends to intensify existing
weaknesses in data governance rather than creating entirely
new categories of risk.

6. AUTOMATION, THE FUTURE OF WORK
AND WORKPLACE UPSKILLING

6.1 Automation in the Era of Artificial intelligence

With the integration of Al and Data Science, automation has
evolved from rule-based systems into intelligent automation
capable of learning, adapting and making context-aware
decisions, extending automation beyond routine tasks into
cognitive and analytical domains (Willcocks et al., 2017,
Syed et al.,, 2020). Al-driven automation includes RPA,
intelligent process automation, machine-learning-enabled
decision systems and autonomous systems, deployed to
optimise workflows, reduce costs, improve accuracy and
scale operations in manufacturing, finance, healthcare,
energy and public administration (Davenport & Ronanki,
2018). Because automation also brings workforce
displacement, skill obsolescence and organisational
restructuring, it should be managed as a socio-technical
transformation rather than a purely technological initiative.

6.2 Types and Levels of Automation

Drawing on the levels-of-automation  perspective
(Parasuraman et al., 2000), three broad levels can be
distinguished:

Task Automation: automation of repetitive, rules-based
activities such as data entry, invoice processing and report
generation, commonly using RPA without significant
process redesign (van der Aalst et al., 2018).

Process Automation: integration of automated tasks across
end-to-end workflows, incorporating natural language
processing and predictive analytics to handle semi-
structured and unstructured data (Willcocks et al., 2017).

Cognitive and Autonomous Automation: systems that
perform complex functions such as decision-making and
optimisation with limited human intervention, including
predictive maintenance and decision-support platforms,
which raise the most significant ethical, governance and
accountability questions (Russell & Norvig, 2021).
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6.3 Automation and Employment

The relationship between automation and employment has
been extensively debated. Frey and Osborne (2017)
estimated that about 47 per cent of US employment was at
substantial risk of computerisation. Task-based analyses
produced substantially lower estimates: Arntz et al. (2016)
found that, on average, 9 per cent of jobs across 21 OECD
countries were automatable, and Nedelkoska and Quintini
(2018) estimated that about 14 per cent of jobs were highly
automatable, with a further 32 per cent likely to change
significantly. The task-based framework explains these
differences: technology substitutes for routine tasks while
complementing non-routine analytical and interpersonal
tasks (Autor et al., 2003; Autor, 2015). Acemoglu and
Restrepo (2019) show that automation displaces labour from
some tasks but that the creation of new tasks can reinstate
labour demand. Nevertheless, effects can be negative
locally: Acemoglu and Restrepo (2020) estimate that each
additional robot per thousand workers reduced the US
employment-to-population ratio by 0.2 percentage points
and wages by 0.42 per cent.

6.4 Generative Al and the changing exposure of work

Generative Al extends automation potential to cognitive,
non-routine tasks previously considered relatively protected.
Eloundou et al. (2024) finds that large language models
could affect a substantial share of tasks across a wide range
of occupations, including higher-wage occupations. The
International Labour Organization concludes that clerical
work is the most exposed occupational group and that
augmentation is more likely than full automation for most
occupations (Gmyrek et al., 2023). Experimental and field
studies report productivity gains: access to a generative Al
assistant improved productivity in professional writing tasks
(Noy & Zhang, 2023) and in customer support, where the
gains were largest for less experienced and less skilled
workers (Brynjolfsson et al., 2025). These findings suggest
that the distributional effects of Al depend heavily on how it
is deployed and on complementary investment in skills.

6.5 The Future of Work in an Al-driven Economy

The future of work is increasingly defined by human-Al
collaboration, flexible work arrangements and continuous
skill adaptation (Daugherty & Wilson, 2018; OECD,
2019a). Employers surveyed by the World Economic Forum
expect Al and information-processing technologies to have
the greatest impact of any technology, with 86 per cent of
respondents expecting them to transform their business by
2030, and 58 per cent expecting robots and autonomous
systems to do so (WEF, 2025). Key characteristics of the
emerging workplace include hybrid human—-machine work
models, digitally enabled collaboration, data-driven
decision-making and an emphasis on adaptability and



lifelong learning. Organisations must accordingly redesign
job roles, performance metrics and leadership models.

6.6 Organisational Transformation and Workforce
Readiness

Automation-driven transformation requires changes in
organisational culture, governance and talent management,
not only technology adoption. Resistance often stems from
fear of job loss, lack of digital skills and inadequate
communication, so structured management change is
essential (Kotter, 2012). Organisations that navigate
automation successfully involve employees in technology
deployment, communicate transparently and align
automation with broader organisational goals (Morandini et
al., 2023).

6.7 Workplace Upskilling and Reskilling

Upskilling enhances employees' existing skills, whereas
reskilling prepares them for distinct roles; both are essential
for maintaining employability as task content changes
(OECD, 2019b; Li, 2024). Morandini et al. (2023) review
evidence that Al is reshaping the skills required of workers
and argues that organisations must invest systematically in
upskilling and reskilling. Future-ready skills include data
literacy and  analytical reasoning;  foundational
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understanding of Al and machine-learning concepts,
including their limitations; cybersecurity and digital-risk
awareness; ethical reasoning and governance literacy; and
creativity, adaptability, collaboration and complex problem-
solving. Because the pace of change outstrips traditional
education pathways, lifelong learning models that combine
formal education with micro-credentials, online learning,
industry certification and workplace-based training are
increasingly important (OECD, 2019b; WEF, 2023).
Governments, employers and educational institutions share
responsibility for building inclusive learning ecosystems
that reduce skill gaps and widen access to digital
opportunity.

6.8 The Role of Policy and Institutions

Public policy shapes how automation affects workers.
Governments can support transitions through education
reform, active labour-market policies, social protection and
public—private partnerships, together with investment in
digital infrastructure (OECD, 2019a). The IMF recommends
that emerging market and developing economies, a group
that includes Nigeria, prioritise digital infrastructure and
digital skills so that they are not left behind (Cazzaniga et
al., 2024). Table 5 compares flagship workforce and
upskilling initiatives in the jurisdictions studied.

Table 5: Comparative Overview of Automation, Future-of-Work and Upskilling Initiative

Country Flagship policy or initiative Upskilling emphasis Key gaps and risks | Source
(authors' assessment)
Nigeria National Digital Economy Policy | Mass digital literacy; | Converting training into jobs; | Federal Ministry of
and Strategy 2020-2030; Three | software, and Al | broadband and power | Communications and
Million Technical Talent (3MTT) | foundations infrastructure; SME | Digital Economy
programme  (launched  2023); adoption; training quality | (2019); FMCIDE &
National Al Strategy (draft, 2024) assurance NITDA (2024)
United States Executive Order 14277 on Al | Al literacy in education; | Fragmented skills system; | Executive Order 14277
education (2025) workforce readiness unequal access (2025)
United Al Opportunities Action Plan (2025) | Al skills and talent pipeline | Uneven employer investment | Department for
Kingdom in training Science, Innovation
and Technology (2025)
Spain National Digital Skills Plan (Plan | Basic-to-advanced  digital | ICT-specialist shortage; | Gobierno de Espafia
Nacional de Competencias | skills; vocational upskilling | regional and SME disparities | (2021)
Digitales, 2021)
France National Al strategy "Al for | Al research talent and | Scaling training nationally; | Villani (2018)
Humanity" (2018) training SME adoption
Germany Industrie 4.0 strategic initiative Advanced technical, | Demographic pressure; pace | Kagermann et al.
automation and industrial- | of retraining; SME | (2013)
data skills integration
Rwanda National Al Policy (2023), including | Al literacy; digital- | Small labour market; depth | Ministry of ICT and
a 21st-century skills and Al literacy | government skills of advanced-skills pipeline Innovation (2023)
priority
Kenya Ajira Digital programme (2016) Online and digital work | Earnings  volatility  and | Ajira Digital (n.d.)
skills; employability protection in platform work
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The comparison indicates that European countries generally
rely on structured national programmes backed by stronger
institutional capacity, whereas African programmes
prioritise youth employability, digital jobs and mass digital
literacy; the principal challenge in the latter is converting
training into stable employment. Globally, employers expect
Al and information processing, together with robotics and
autonomous systems, to be major drivers of workforce
change (WEF, 2025).
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7. AN INTEGRATED RESPONSIBLE
AUTOMATION FRAMEWORK (IRAF)

7.1 Structure of the Framework

Synthesising Sections 4-6, this paper proposes the
Integrated Responsible Automation Framework (IRAF),
illustrated in Figure 1. The framework rests on two premises
established in the review: that data governance is the
foundation on which ethical, secure and effective Al
depends (Janssen et al., 2020; Abraham et al., 2019), and
that ethical, security and workforce risks are interdependent
and therefore require coordinated rather than siloed
responses (Papagiannidis et al., 2025).

|-
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Al OUTCOME: Trustworthy, inclusive and sustainable AI-driven automation
lifecycle
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Accountability & audit federated learning Human—AlI role design E =
l Human oversight Al threat modelling Change management £5
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Ownership & stewardship ¢ Data quality * Provenance & documentation * Lifecycle & retention
Monitor - g
& retire ~ ~
Regulatory & Institutional Alignment
NDPA 2023/ GAID 2025 * GDPR & EU Al Act + NIST AI RMF + ISO/IEC 42001 & 27001
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Figure 1. The Integrated Responsible Automation Framework (IRAF). Source: Authors.

The IRAF comprises five layers:

1. Regulatory and Institutional Alignment (base).
Organisations map their obligations under
applicable law (for example, the NDPA 2023 and
GAID 2025 in Nigeria, or the GDPR and Al Act in
the EU) and adopt recognised management
standards such as ISO/IEC 42001 and ISO/IEC

27001 and the NIST Al RMF.

Data Governance (Foundation). Ownership and
stewardship, data quality, provenance and
documentation, and lifecycle and retention controls
ensure that data used by Al systems are lawful,
accurate, representative and secure.
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3. Pillar 1: Responsible and Ethical Al. Fairness
testing, explainability, accountability and audit, human
oversight and robustness testing operationalise the
principles discussed in Section 4.

4. Pillar 2: Privacy and Security by design. Data
minimisation, privacy-enhancing technologies, Al-specific
threat modelling, adversarial-robustness testing and
incident response protect individuals and systems (Section
5).

5. Pillar 3: Workforce and Organisational
Readiness. Al and data literacy, upskilling and reskilling,
human-Al role design, change management and social



dialogue ensure that people can use, oversee and benefit
from automation (Section 6).

Two cross-cutting elements connect the layers. The Al
lifecycle (plan and design, data, develop and validate,
deploy, monitor and retire) determines when each control is

Table 6. Operationalising the IRAF across the Al lifecycle
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applied, and continuous monitoring and feedback ensure
that performance, fairness, security and workforce indicators
inform iterative improvement. Table 6 maps the controls to

lifecycle stages.

Lifecycle stage | Data governance Responsible Al Privacy and security | Workforce readiness | Supporting
references
Plan and design | Define data owners | Impact assessment; | Privacy-by-design Engage affected | HLEG (2019);
and stewards; assess | define fairness | requirements;  threat | workers; identify role | Cavoukian  (2011);
data availability and | objectives and | model and skill changes Kotter (2012)
lawful basis accountability
Data Quality profiling; | Representativeness and | Minimisation; Train staff in data | Wang &  Strong
provenance bias checks pseudonymisation; handling and literacy (1996); Gebru et al.
documentation; access control (2021); Sweeney
retention rules (2002)
Develop and | Version control of | Fairness metrics; | Differential privacy or | Build internal Al and | Mitchell et al. (2019);
validate datasets and models explainability; model | federated learning | assurance capability Abadi et al. (2016);
cards where appropriate; Goodfellow et al.
adversarial testing (2015)
Deploy Access  governance; | Human-oversight Security ~ hardening; | Redesign roles; train | Shneiderman (2020);
lineage tracking procedures; user | incident-response plan | operators for oversight | ISO/IEC (2022);
information Bainbridge (1983)
Monitor and | Data-drift monitoring; | Periodic audits; | Continuous threat | Reskilling;  evaluate | Raji et al. (2020);
retire secure disposal complaints and redress | monitoring; breach | workforce outcomes NIST (2023); Li
notification (2024)
7.2 Research Propositions specific data protection impact assessment;  (ii)

implementing the National Al Strategy with institutional
responsibilities, risk classification and audit requirements to
be transparent; (iii) strengthening security and access
controls at national identity and verification ecosystems in
particular (the 2024 allegations show how third-party access
points can undermine trust); (iv) linking mass digital-skills
programmes such as 3MTT to industry demand, Al literacy
and governance skills for employment in the job market.
Regional instruments such as the African Union Continental
Artificial Intelligence Strategy (African Union, 2024) and
the African Union Convention on Cyber Security and
Personal Data Protection (African Union, 2014) serve as a
basis for harmonised approaches.

8. RESULTS AND DISCUSSIONS

8.1 Theoretical Implications

In order to support empirical testing of the framework we
presented the following propositions:

P1. The organisations with more mature data governance
will report fewer fairness, privacy and security incidents in
their Al systems than organisations with less mature data
governance.

P2. The positive effect of Al adoption on organisational
performance will be stronger where investment in workforce
upskilling is higher.

P3. Human oversight will be more effective in preventing
harm where operators have received Al-specific training,
because training mitigates the “ironies of automation”.

P4. In emerging economies, regulatory enforcement
capacity will moderate the relationship between Al adoption

and public trust in Al-enabled public services. The review shows that ethical, data-governance, security,

and workforce dimensions of Al are interdependent instead
of separate from each other. Fairness depends on data
quality and representativeness; privacy depends on data
governance and security; and meaningful human oversight
depends on workforce skills. By positioning data

7.3 Application to the Nigerian Context

For Nigeria, the framework suggests four key objectives: (i)
translating the NDPA 2023 and GAID 2025 to the sector-
specific guidance on automated decision-making and Al-
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governance as the basis and developing a set of ideas that
link governance maturity and skills investment and
regulatory capacity to outcomes, the IRAF extends
principle-based Al ethics frameworks (Floridi et al., 2018;
Jobin et al., 2019) to an operational, socio-technical setting.
It also responds to calls for policy research on Al ethics to
move from “what” to “how” (Morley et al., 2020) and
governance research in Africa (Eke et al., 2023; Gwagwa et
al., 2020).

8.2 Practical Implications.

For policymakers, particularly in Nigeria, the findings point
to a need to supplement data-protection law with Al-specific
guidance, to provide adequate support to the resource’s
supervisory bodies and for digital-skills programs to be
aligned with labour market demand. For organisations, the
IRAF provides a checklist for embedding controls right
through the Al lifecycle and coordination of the data, risk,
security, legal and human-resources functions. For educators
and training providers, the results show the need for
technical Al and data skills combined with ethics and
governance and cybersecurity literacy in a professional
context.

8.3 Limitations and Future Work.

First, it is not a systematic review but an integrative and not
a systematic approach. We have selected the sources
purposively and have verified the sources independently, but
the search is not complete and selection is not complete.
Second, the comparison in Tables 4 and 5 is qualitative and
interpretive. Third, the Al governance landscape is changing
rapidly, as illustrated by the 2026 amendments to the EU Al
Act and the National Al Strategy of Nigeria, and some of
the information may become outdated. Future work should
test propositions P1-P4 empirically, for instance from
Nigerian organisations in banking, telecommunications and
energy, produce a measure of maturity of Al governance in
African countries and the impact on job opportunities for the
work done by upskilling in the country (such as 3MTT). Al,
Data Science and Automation are all wonderful
opportunities for productivity, innovation and public value
for all to gain from, but their benefits are not automatic and
are not equally distributed. In this paper we have shown that
responsible Al adoption requires four interdependent
conditions: ethical Al practice that is operationalised and not
taken for granted, data governance and privacy and
cybersecurity that are built into the design system; and
ongoing investment in upskilling and organisational change
in workforce training and training. Nigeria is evidence that
data-intensive and data-driven deployment is fast and that
there are governance and trust gaps in the process and there
is no more data-intensive deployment and there is more
regulatory enforcement and enforcement in place. The
proposed Integrated Responsible Automation Framework
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provides policymakers, organisations and researchers with a
structured way to align these conditions across the Al
lifecycle. For Al-driven automation to deliver meaningful
and long-term socio-economic impact we need to balance
innovation with inclusion, accountability and human
development.

8.4 Research Propositions.

To support empirical testing of the framework, we advance
the following propositions:

P1. More mature data governance will result in fewer
fairness, privacy and security incidents in Al systems than
organisations with less mature data governance.

P2. The positive impact of Al adoption on organisational
performance will be greater at organisations where there is
more investment in workforce upskilling.

P3. Good human oversight will work better to prevent harm
in the cases where operators have received training in Al-
specific because training will eliminate the “ironies of
automation.”

P4. In emerging economies, regulatory enforcement
capacity will moderate the relationship between Al adoption
and public trust in Al-enabled public services. 7.3 for
Nigeria. The framework is based on the following: (i) to
translate the NDPA 2023 and GAID 2025 to national
recommendations on automated decision-making and Al-
specific data protection impact assessment; (ii) to complete
and implement the National Al Strategy in terms of
institutional oversight, risk classification and audit; (iii)
strengthen security and access controls across national
identity and verification ecosystems, as the 2024 allegations
demonstrate that third-party access points can erode trust
(Macdonald, 2024); and (iv) link mass digital-skills
programmes such as 3MTT to industry demand, Al literacy
and governance skills in order to ensure that training will be
utilised and be employable. In addition, regional instruments
such as the African Union Continental Artificial Intelligence
Strategy (African Union, 2024) and the African Union
Convention on Cyber Security and Personal Data Protection
(African Union, 2014) drive these discussions. 8.1
Theoretical implications. The review shows that the ethical,
data-governance, security and workforce aspects of Al are
interdependent rather than separable. Fairness is dependent
on data quality and representativeness; privacy is dependent
on data governance and security; and human oversight
requires staff skills. By taking data governance on board and
developing propositions that relate governance maturity,
skills investment and regulatory capacity to outcomes, IRAF
takes a principle-based Al ethics framework (Floridi et al.,
2018; Jobin et al., 2019) in an operational, socio-technical
context. It also responds to the call for Al ethics research
based on Africa (Morley et al., 2020), and those that are



based on governance in Africa (Eke et al., 2023). 8.2
Practical implications. For policymakers, particularly in
Nigeria, the results point to the need for a better
understanding of data protection law and Al-specific
guidance, to resource supervisory bodies and to align
digital-skills programs with labour market requirements in
the country. For organisations, the IRAF provides a list of
controls to be integrated across the Al lifecycle and to work
together on data, risk, security, legal and human-resources
functions. For educators and training providers, the findings
highlight the relevance of integrating technical Al with data
skills and ethics, governance and cybersecurity literacy. 8.3
Limitations and future research. This study has limitations
as it is an integrative rather than a systematic review.
Although sources were chosen carefully and verified
independently, the search was not comprehensive and could
be biased and some may have been chosen to get what is
available in the data. The comparative findings of Tables 4
and 5 are qualitative and interpretive. The Al governance
landscape is changing rapidly, with the changes to the EU
Al Act in 2026 and the development of Nigeria’s Al
Strategy ongoing, and this will make some details of this
study outdated in the future. Future work should test
propositions P1-P4 empirically -for example through
surveys  of  Nigerian  businesses in  banking,
telecommunications and energy and also the employment
outcomes of national upskilling programmes like 3MTT.

9. CONCLUSION

Al, Data Science and Automation are all great opportunities
for productivity and innovation and for the public by
contrast. But they are not something that is automatically
happening or distributed. This paper has shown that
responsible Al adoption is achieved through four
interdependent conditions: ethical Al practices not just
announced but implemented; good data governance; privacy
and cybersecurity by design; and ongoing investment in
workforce upskilling and organisational change. The data-
intensive deployment in Nigeria is fast and the governance
and trust gaps present in its governance and trust are still
present, but regulatory enforcement is increasing. The
proposed Integrated Responsible Automation Framework
provides policymakers, organisations and researchers with a
framework for linking these conditions to the Al lifecycle. If
Al-driven automation is to be successful in achieving broad,
long-term socio-economic benefit, it must strike a balance
between innovation and inclusion, accountability and human
development.
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